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“Origins” of a Data Breach

Zero Day Phishing Attack Stolen Credential

Unintentional Exposure 
- Using a resource that seems to work as intended, but is vulnerable in 

practice.
- Think: using 1234 as a password.
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gender, passport numbers, …”



Data leaks happen all the time

“... exposed personal details relating to 3,200 individuals via 
unsecured S3 buckets… including passport details… 
medical documents …
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Public

Publically accessible 
via urls

File storage system in the cloud

https://myrestaurant.s3.us-west-2.amazonaws.com



Public buckets can be configured as a website

Publically accessible 
via this url

https://mywebsite.s3.us-west-2.amazonaws.com
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● Alphanumeric, lowercase only, dashes allowed

● Length 3-63

● Must be an unused/unique name - no repository exists
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Creative Freedom to Name Buckets

● Alphanumeric, lowercase only, dashes allowed

● Length 3-63

● Must be an unused/unique name - no repository exists

● Examples of valid bucket names (that are available)!

○ thebigtoe

○ 3140ebu3b

○ you-get-the-point 

● Astronomical number of possible bucket names: ~10101
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Simple Storage Service
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Attackers exploit public buckets meant to be private
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Researchers explore “leaky” cloud infrastructure

ACSAC ‘18

RAID ‘21

EuroS&P ‘24

Seminal study, guessing bucket names, finding exposed data in s3 

Faster, ML-based bucket name generator across s3, GCP, and Alibaba

Deploying honeypots to understand threat landscape of exposures
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