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Botnets (Mirai)



Mirai Botnet 

- Command and Control botnet
- At its peak, infected over 600K IoT devices (routers, cameras, printers, etc)
- In 2016, orchestrated one of the largest DDoS attacks at 623 Gbps on 

https://krebsonsecurity.com/  and against  DYN (DNS provider) that  GitHub, 
HBO, Twitter, Reddit, PayPal, Netflix, and Airbnb all rely on

- Code leaked online -> TONS of new variants

https://krebsonsecurity.com/


Mirai is still active

October 2024: Largest DDoS attack on record caused by Mirai variant

https://blog.cloudflare.com/ddos-threat-report-for-2024-q4/#the-largest-ddos-attack-on-record





C&C Botnet Anatomy

- Centralized “command and control” (C&C) 
server that instructs the bots what to do

- C&C server will likely have multiple domains that 
the bots can reach it over

- Complicates the process of shutting down botnet: need 
to take down all domains, can’t just take down the actual 
server

- C&C server will likely be hosted on a 
“bulletproof” server



Taking down C&C botnets

- Take control of C&C server
- Issue remediation commands to 

compromised devices as if C&C had 
issued them

- Bots think they’re taking orders from 
C&C and clear out the malware



Taking down C&C botnets

- Botnet run by Russian military 
hacking group Fancy Bear

- Commodity malware “Moobot” 
repurposed to log in to routers 
with default admin passwords

- Moobot is a Mirai variant… it 
haunts us still

- February 2024: FBI takedown



Taking down C&C botnets

- “KV Botnet” run by Chinese 
state-sponsored hacking group 
Volt Typhoon

- Provided cover for group 
working to infiltrate US critical 
infrastructure

- Botnet targeted vulnerable 
end-of-life routers

- January 2024: FBI takedown



Sidenote: State-sponsored hacker working hours

Source: 
https://blog.lumen.com/routers-roasting-on-an-
open-firewall-the-kv-botnet-investigation/



Sidenote: State-sponsored hacker working hours

They’re working a 9-5 job!Source: 
https://blog.lumen.com/routers-roasting-on-an-
open-firewall-the-kv-botnet-investigation/



Peer2Peer Botnet Anatomy



Peer2Peer Botnet Anatomy
- “Nodes/Peers”: Servers that are 

able to receive incoming 
connections (i.e., not behind a 
NAT/Firewall)

- “Workers”: Servers that cannot 
receive incoming connections

- Commands circulate the P2P 
network by passing commands 
between peers

- Commands get passed to a worker 
once it reaches out



Peer2Peer Botnet Anatomy
- When a worker joins the botnet it 

is given a list of IP addresses 
(peers) to connect to. 

- Long list of candidates ensures that 
all peers need to be taken down for 
new bots to join

- If all peers get taken 
down...existing bots may 
continue to carry out existing 
attack



Dismantling P2P Botnets
- Need to introduce many 

“deceptive” peers into the network 
- Introduce by advertise the peer as a 

new “infected” peer
- “deceptive” : peers with the intention of 

taking down the botnet)

- Have the peers provide workers 
with peer IP addresses that only 
belong to “deceptive” peers

- “Deceptive” peers/workers will 
soon become a majority of the 
network

- At some point, use “deceptive” 
network to tell workers to stop



Mozi Botnet

- Peer-to-Peer botnet
- Discovered in 2019 and supposedly has > 1.5 million peers (majority in 

China)
- Uses the Distributed Hash Table (DHT) protocol (i.e., Bittorrent protocol)
- Mostly infects Netgear, D-Link and Huawei routers -> Microsoft shared that 

botnet can perform MitM and spoofing attacks
- July 2021: Mozi botnet authors arrested by Chinese law enforcement
- August-September 2023: Sudden drop in botnet activity and activation of 

botnet “kill switch”
- Nobody claimed credit for takedown



Worms (WannaCry)



Bureau 121 

- A group within the North Korean General Bureau of Reconnaissance that is in 
charge of cyber warfare 

- UN 2019 reported that North Korea raised > $2 billion from hacking (and 
spends the $ on nuclear missile development) 

- North Korea generally denies involvement
- Affiliated with Lazarus group (also from North Korea)
- U.S Justice Department indicted 3 men from this group for:

- 2014 hack of Sony Pictures
- the global “WannaCry ransomware contagion” of 2017
- the theft of roughly $200 million and attempted theft of more than $1.2 billion from banks and other 

victims worldwide.



WannaCry / WannaCrypt Attack

- The NSA developed an exploit (“EternalBlue”) and a backdoor tool 
(“DoublePulsar”) that both target Microsoft SMB (port 445)

- SMB “Server Message Block” protocol allows users to access files on remote servers

- Exploit/backdoor sends specially crafted packets using SMB to allow for remote code execution on server
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WannaCry / WannaCrypt Attack

- The NSA developed an exploit (“EternalBlue”) and a backdoor tool 
(“DoublePulsar”) that both target Microsoft SMB (port 445)

- SMB “Server Message Block” protocol allows users to access files on remote servers

- Exploit/backdoor sends specially crafted packets using SMB to allow for remote code execution on server

- Exploit/Backdoor leaked by “The Shadow Brokers” hacker group
- Microsoft releases patches (Microsoft was unaware that vulnerabilities had even existed 

before..)...but not all organizations update in time

- Bureau 121 uses EternalBlue and DoublePulsar to build a ransomware attack 
(WannaCry)
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- Upon Infection, WannaCry will:
- (1) Encrypt all the content + demands a ransom 
- (2) Scan for other vulnerable targets (within internal network and external network) to replicate 

infection 



WannaCry / WannaCrypt Attack

- Upon Infection, WannaCry will:
- (1) Encrypt all the content + demands a ransom 
- (2) Scan for other vulnerable targets (within internal network and external network) to replicate 

infection 
- If target already has DoublePulsar  (creates a back door and allows for root execution of 

code):
- Infect machine with WannaCry. 

- If target is vulnerable to EternalBlue:
- use EternalBlue to deliver DoublePulsar 
- Use DoublePulsar to infects the machine with WannaCry 



WannaCry / WannaCrypt Attack

- Within a day the code was reported to have infected more than 230,000 computers in over 150 
countries

- ~70K devices (computers, MRI scanners, blood-storage refrigerators) in England’s National Health 
Service were estimated to be affected and some non-critical emergencies and ambulances were 
diverted 



- WannaCry gets “accidentally” stopped because Marcus Hutchins---a free-lance(ish) security geek---began 
reverse-engineering the code and noticed a domain 

- Domain was unregistered and it turned out to be a baked in “kill-switch” with the following logic
- If: domain is unregistered, continue with infection
- Else: stop the encryption/infection 

- Marcus quickly registered the domain name and the infection stopped (and for the most part doesn’t reach the US) 


